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Step 1: For every node in a map a vector is

Step 2: The Euclidean Distance (ED) to all nodesin the map is evaluated when an input vector i
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evaluated to reduce time Step 4: The neighborhood radius of the BMU is

neighboring vector node is adjusted to make them Step 5: Using the following equation, every

W(t + 1) = W(t) + LR(t) * RD(t) * (V(t) — W(t)) much like the input vector:

reduce over time gradually. RD (t) is the Where LR (t) indicates the learning rate which must

distance to Best Matching Unit. The nearest a node is to Best Matching Unit the more its relative

affected. vector gets

Step 6: Repeat Step 2 through several iterations
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A New Hierarchical Architecture Based on Unsupervised Learning Algorithms to
Improve Operational Performance and Security of Vehicular Ad Hoc Networks
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Vehicular Ad Hoc Networks (VANET) is an emerging technology with a promising
future. VANETS are completely different from mobile ad hoc networks (MANETS)
in terms of features, challenges, system architecture, and application. The Internet of
Vehicles (loV), a rapidly growing technology used for efficient communication
between vehicles, has drawn attention from traditional vehicular ad hoc networks
(VANETS). Software-Defined Networking (SDN) is another emerging technology
network pattern that has the ability to efficiently manage overall networks and
transform complex network architectures into simple and manageable architectures.
Dispersive data storm is an important issue in loV-based NDN due to the data
dispersive nature of NDN. The high speed and fast topology change of vehicles in
loV causes the problem of link disconnection and unnecessary delay in data
transmission. Another important VANET security challenge is predicting and
preventing attackers. The proposed architecture in this thesis includes providing a
new security infrastructure based on unsupervised learning algorithms to identify and
deal with malicious attacks in automotive ad hoc networks. The proposed scheme
combines two architectures of software-oriented networking (SDN) and self-
organizing map (SOM) and will be a novel combination of SDN and a self-
organizing map (SOM) based network solution to enhance security in two
dimensions, detect and prevent attacks. This Article analyzes the security of the
proposed system with existing DDoS has been analyzed and investigated. The results
of the implementation and simulations of the proposed architecture in this thesis
show an increase in attack detection accuracy, an increase in network throughput, a
decrease in the average data transfer delay, and a decrease in the average lost packets
in automotive ad hoc networks compared to other existing security methods.

Keywords: Software Defined Networks, Ad Hoc Networks, Transmission Rate,
Propagation Delay, Malicious Attacks



