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Abstract

Intrusion Detection (ID) is a key element in securing computer networks against
malicious attacks. With recent advancements in deep learning (DL), explainable
artificial intelligence (AXI), machine learning (ML), and federated learning (FL),
these approaches have gained attention as attractive options for enhancing intrusion
detection. Deep learning-based methods demonstrate effective performance in
intrusion detection due to their capabilities in automatically learning relevant features
from data. However, these methods require labeled data and significant computational
resources to train complex models. In contrast, machine learning-based approaches
require fewer resources but may have limitations in generalizing to new data.
Explainable artificial intelligence focuses on transparency and interpretability in the
decision-making of Al models, allowing users to understand how models arrive at
specific outcomes, which can lead to greater trust in the use of these systems.
Federated learning, as a new approach, enables multiple entities to collaboratively
learn a model without exchanging their data. This contributes to privacy and security,
making it a suitable option for intrusion detection. This paper addresses the gaps in the
literature and aims to provide a comprehensive review of specific application
scenarios. Its goal is to assist professionals and researchers in easily selecting the
appropriate approach based on the specific needs of ID. Factors such as network size,
data availability, and privacy and security concerns all influence the choice of the best
solution. This analysis can help raise awareness and improve decision-making in the
field of network security, providing better guidance for the implementation of ID
systems.
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