p Erorrt Mace Tiake Goorge

ZJ“namm- el et gl 5 Lyt N et
Information Technology,
C and Tel i o | ol e g gl AW 5 590

logy Compirier and Telecommmnicaton
W e M

S iy s 95 9 (Server-Side Request Forgery) whles oy

Sl Gz w9 JS 0usj dexo ol
iz o oRils Ay olBisls

Jyare ysbody oS o 28l ()l 5l (69955 plgieas |y JalS URL S el g (glaasliyy g0l g j0-0uus

5 oS o)l 55 upgyes o 4 URL 31 Lol g o e o)1 &y a8 oo o |y URL gl g asliy oSy 285
g5 ol S 50 418 (SSRF) j55m s jf sl jo Jaz Shlam (220 ) jg5m cao aslol Jlasl pl & lizeas 555
o0l Sljee ol Lo S 50 9y ($B5 Wl P Sl (SIS Slamg i (315 8 Bus D90 )0 il oo DDle>
55 SSRF clam s eopl (bl 51 ooliil 0, b ool s 5o o)l Hlod a5 5 yiosle olam oyl wily
g9 onl 5l B msdnngs Gmtﬂ s a5 a2 o lis SSRF Srdycam! G555 e 5l o 5l b Judos ool adl il 33l
O gl (nl a5 (Blge )3 (> o)l S5z bl o] (£l slagtg, 3 el g el Gl (IS ek (s pdvees]

Al 8 Sles g Coel jo 2 BB sacusgass witins jals

el 6 (53 ]



Information Technology,
& and Yel

p

Erorrt Mace Tiake Goorge

S o il g el AW g 4D

logy Compurter and Telecommmnicaton
W e M N

g9 Al J..a.\.a s ol w).»...)‘ L ;y?.a.!m Lbd.ala).) U"‘ .J}‘ooy ULQDL@{O Ls‘)" U‘J} RV ;S.v o)‘j.o.{b <9 LSLQC\.AL»).'
ladaly Suel 4 45 g0k 4295 0929 b L9l oo ooliinl mao srodls Copae g (Sl la)lS el sl Joore jsbas
Gan 4SS S b o Sle leas g dl ol e slesel ddaly 4 OMas 590 40 (6 eS Oladsd (el 00l g
WS Sl oy polre cinl slapunslSeo plos l...;).cu g aril SU s Lo ailys co SMes (ol sl 00l ploxl
(Brian Krebs, 2019)

el 5 525 5l o ()T slo ool g e ol s o el lanasite 5l gard Lanwgi 0 (55l gez slo )l3S b
S canl 510,50 00 45w iz OWASP colu jo g0 Yo V) Jlo da ylojle solaws 5l osl caws 4 slo ,155
Y ‘o)Ls (SCOp) 6L$b 039d>s g r!l) la G Awd UM ‘55).&4! » 05))& VLY < ‘éﬁ)a.o ‘) <9 6;)):)[5 LSLQ d.nl.:): )"J’ GLD
ksl o o o2 (SSRF) laxs! 4 L Server-Side Request FOrgery odles a5 ail oo adlol v oz gan aiws

(V- oy Jlged) 593 oo oo

ol Godeasl Jlo)l 5l S solitwlegw A3l Sleas I ilie slagdy, 4 wilg oo SSRF o>
S92 90 oy 5l Oygeas Jelepiunw @lygzws l>! b (Corben Leo, 2018) (Eugene Farfel,2016) 3,5
yome 31 wpea (Cheng-Da Tsai, 2017) (Peter AdKins, 2017).0uS o 12! 1) oy slaasly a5 olo g m
Sl dom cnl il ond Gl spl e S 55 (S0 121 ) il o5 aslin 45 )9 ) i
o> ol 51 S (Andre Baptista, 2018) (Brian Krebs, 2019).ais 55U ks Yoons 5 oo, olaxlps
B (6 jliel Conlgd e glie Voo 5l i o] o a5 sls &, Capital One e ,s ade i Jlo 5l S
(Brian Krebs, 2019) .cs,

el 00l gy S JSie S SSRF 5}5\ o oo lid 1) basly (B aissdsnss gly ol > g0 Lo Judow

086 BB lapuilSs slx] 4 e ‘)!54.!.4 Old 0gueS pl g el Sgame g pducam] pl 5l B aesarwy &5
Jleo Glgied) 958 c0 )l xS alos )L aS Cued asiin ddoen Lok D55 o0 pS s |y Glezlps slac LB a5 04l oo
ooyt £ Gl S8y S a4 wes oo lid b dasdllas (e (0,5 1,8 0als (6 5L LB SO o el (S

e g8y 60, g Sl i S Co ot | pd jeid (Nigd oo (gilwosly B airdassl Lawgs



Erorrt Mace Tiake Goorge

24 8 piiot s Al et gl YT 508 g 3 gt
Information Technology,
(W and § fowr o8 i e 3 gl AW g 590D

P
logy Compurter and Telecommmnicaton
W e M N

: SSRF &Moo b o9 5L gl

URL redirection .\

a5 a2s olal I8 slassg,s 4 coluryg S 31 Lol wouns SSRF ales> G 395> 539> 4o URL redirection
&lp CablB cpl 5l F3s5 ol San wigits i Ll ciw)d 4 b g3g,9 opl g 0iS s &S pla, 0 1, e URL
LS eolanl SSRF e ﬁl.?u‘

example2.comeslocg i |, Lais a5 5,18 0429 5l 4aSs @Xample.com coluog ;1 Cond G ,0 0S5,

a,asngjmﬁsequw@g[l]URL b‘ﬁwﬂwoéj)ﬁ)lfaiql}lm.ﬁ@&&x

https://example.com/index.php?redirect_to=https://example2.com

(1

salb aS 0gs o Jlo )l eXample.com coluog 4 )5 5550 Gk 5l GET s L cslgsjo SOl o ol o
fl ol e cpl 5l am caib e slaible dx Caw 4 5950 duake 45 WS e astie o] Lo redirect_to
sla oS 51 S oT (Status code) coxsg oS 45 00,5 o p 1,5 59,0 sl €Xample.com ;.. ;| (Response)

il o EdIrect_to yiol,b b ply o7 Jlade a5 coas il mwl ,0 LOCALION jua b )5 )50 51 al> o 10 caig oo

a2y 5w [2] URL wiile 1) ous aa8 URL (S48 51wl o 3lisl az U

https://example.com/index.php?redirect_to=https://attacker.com

(2]



Erorrt Mace Tiake Goorge

{ e o8 | o lone 3 el AN 5 390

P
29th b Cork on tnf Te logy Compurter and Telecommmnicaton
Y e M N

2
-J"uauwm- el et gl 5 Lyt N et
@ Information Technology,

AP et yns v

L sl eslas pll redirect_to ;b sy, cwyo omiw Lael @Xample.com coluog axili> g0 opl o

"»‘3"(5" 4509....;64 ;OB.G.) wL..u O)‘j ;S...J U"‘ Ly).’a )| ).;)lS ‘J...ul.l oo)Sj u.....u uu.SJ.»‘...\J) 61)_7 |) ‘5'2...9)0 le.ﬁb wl...w
bl St OMes aiile S50 Eles gyl 51 pa3 S,

Fog sod i Ll azgie (SbyE A3eS> S wlo iew (Uslp Jlgw opl b

S o oy ol 5 698 e S il wiile Glolerig L1y (LB S 3sk o cusl nl T Yo 51 (S @
Qe o 58 sl o 1) gl 5 asS e 00 lous T sl sla di> g 55 gonl>

Glas b (Jy el Hlasae SG jo asels pbay ( S8 cds o in el d s oS cnl pl gom Jdo @
2 o] Cole saials o |, Sbyd ax i aSyl gly ;53505 g i 00lin )3 ool O g0 4 bS] aisS (4l
A5 o URL encode 1) o 5 el ool s 1) o e col Sid wilgis g9 b oiS ol

109 00liiwl SSRF whles g9 5bw jo oSS (il 3l 09 o0 sl a5 LY

S 95 e iS4 45 31 Jlotio] a8 g aiiS o sleitel s axslis (55l slagm o] 4 Ygere olibjs L)

) ol oas 5lel xS 5l dlas a8l (a5 oS ol |) 055 6bo, wilgh o plpe e yuat 51 oolazal b
Seslg oS358 sl ar o ye glo 05 5 B sl s e calo a 0ad 35 Sl U8 s 05 5155

(\f” ‘wsﬁ) ..\.\SJLw)‘)jj.wmddb L‘:"LQ

Blind SSRF .Y

wp2le> usgi a5 w0 1) das pl dalol joall alily pw s lacwlss ol Fwly 4 aSo) aay S eolaiul el

2l



p Erorrt Mace Tiake Goorge

ZJ“namm- el et gl 5 Lyt N et
Information Technology,
C and Tel i o | ol e g gl AW 5 590

logy Compirier and Telecommmnicaton
W e M

el bl olobs )

Jolss 0ilgs o bl cpl i8S oyl jepm a1y ole URLaias o ojll gl a0 a5 0™ Slobis 1), bla wb ol Sa

oo, o I, URL 40,5 0lg 5kl 1,5 b a5 aish wog delip 5l Connd 1o b (00 oo 5 (API
) O )9 OOl 2,0 4 2 29 4ol p 2L 83,9 sepe,S

6‘0&)}.‘— C«N',D.)J JLM))‘ .Y

S & Vgonn Cenlysys ol S oo Sl (69955 ol &2 Ayl el ys Ko oyl (slagssgg olulid 5l omy

0551 s &y gm0 0, Shas 05 5l 5524 S0 b
31 s URL & canlgs jo Jlwy!l ¥
A5 byl oba alie b 51 glo URL 4y Slacenlss o Wl o S cormy a0 4o
HTTP corsg gbous cwyyp .6

Codbgo 0,l,0 st Oledbl S a4y aaS ) .auS oo a5 el HTTP coxsg slaas 4 S ccanlys o Jlo)l 5l

RS oo ey )0 Coldge pac b

oaly i /).3 L;;LC)LE‘ 9 asls u’_w).»...uo 617‘& URL Le )9 LS""’ ol i "“‘9.0 OMQQLMJ :Y00 KXY °
QLB yiwd ] A g 4 Sl Sae (] 4 g 0,05 0939 URL a5 ol ol sssmo i (FeF a8 o

ol 00l Jiie (6,500 wyol o ciiel Yo a Lol aals v s URL a4 55, a5 il Lo (ol &

b Jdw L0
e (lgie a4 S b atils pwyiws (3 solie 0 LT 4 segdy SilgS o ;S ciumdg slooS 4 axgi b

el o yss 3 pmsbes oMbl Yool S il 0 Yoo oS ST

.w‘oég.:‘élsl.:URLdawwédféwsabw)gbnwuﬁb)\)f‘fdsﬁ‘ L]



p Erorrt Mace Tiake Goorge

z""nuuwunmu- bl et | S ot Nl § et
Information Technology,
c and Tel i o | ol e g gl AW 5 590

logy Compurter and Telecommmnicaton
W e M N

S G 3 55

Caxsg IS 5l g ojlon A mle Ko Sluld 4 iz slacwlys o Jloyl ¢ o URL .5 L wlg o Sa

OF v ool og,5).al

Cloud Metadata SSRF .Y

5l ooliiwl e b b ams o ol palge 40 a5 el SSRF (¢ ales 3l SU s g4 S, Cloud Metadata ale>

5 AZUrE cilug,Sole g5kl siile sl sl lae jo Lwlus Sledbl 4 g slo aalip 4o 0990 sl (5 pdy ol
s ool 4y wily oo pdy ol g gl Al a4 ol o Loyol G5 b plealoe S oy sy 3olST 5 6S
i 518 (g0 S0 g Cugn Sl sle 555« cwyiwd Gla oS sile oo Sledlbl ol a5 (Metadata) Losti

IKCEL I KV SRR PRSI Y

&l e (:L?;S‘ oy Sldes 5 00,5 cuS (5, @Ll.n Sy » GLA[S JraS b awe = o3l ol 4 Sleds! -yl
sl (i el 4 g ts WS (i liel | Ol b 69955 Dol 4 b b lejle el Sl 6 055l
(Mallory Mooney, 2024).axes aloxsl 5 50 j5b 4 1, il s glog, 4 g 00,5 sgazme |y Luolie

File Based SSRF .¥

G S Ty s e g0 5 o 510 B 4 1 b0 (o o5l aarlpe 45 a5 sl ol (6 iy sl S
syl bl swyiws lp o)l sla cuslgs 10 )5 (68959 380 (o) p (g ey aolipy S oS Wl o Sl

S BB asl) s LB SO @ pw s Culsm 10 i amio S il j0 gl 4 el fols o 3 L e lee

sl oS s b asS o o yiws dile e Sledbl 4y U aws oo Gl nalpe 44 el cplaws o ], (ool oL L su

bB A s g aiS g B ]y 15 (69955 Wb Baes arwg ales cpl 5l 6 S el gl paiS 2l ] O e
(Busra Demir, 2020).08 sgame | g sla



p Erorrt Mace Tiake Goorge

ZJ“namm- el et gl 5 Lyt N et
Information Technology,
C and Tel i o | ol e g gl AW 5 590

logy Compirier and Telecommmnicaton
W e M

SSRF &Moo s sl

Ailo (oS oy (saw yiawd (518 aolio 49 B aod ol po o 4 Wil o0 SSRF e

1S alo 4 (w ywd )
L sl g oogas SLAPI
WDgl (gus WMo jg 9 el g 0010 i 1) 10 ALl (49,0 sl 0010 Wilgi o0 palio
b ools (g, Y
a5 (oS Jloyl ©ye g lwog a0 (o bcwlss 3o wilgi 0 p>keo SSRF 5l soliswl U S ol Og 3l oolaiw!
v
NCPO- I RCIWOURIE SN | [P VRS SO O y0
Nig il ( AB 10 aulao 31 wilgh o0 jeue B30, 9 (51235 OleMbl uiile wlus WledMb ool Gledbl LLs f
g Olods 4y ow yiwsd o>l dy Widlgi o0 SSRF cMles « il Siin (5L piownaw 50
Cloud s luxo [\

IS ol 1y el e

OleMbl g wis Judori g 4y 3o [ asuls Js1o Sl i SSRF 1 eolisiw! b wilgh oo pleo

] A Sl Juloes g a3 | 5
20591 Cawdy (gusoud )

iy Sy gp 8w b DDOS wiile &Moo wlw (gl (glandito ailgd o0 SSRF &M
2590 Ol @ L \4




p Erorrt Mace Tiake Goorge

z""nuuwunmu- bl et | S ot Nl § et
Information Technology,
c and Tel i o | ol e g gl AW 5 590

logy Compurter and Telecommmnicaton
W e M N

SSRF &Mles 31 Jlio aiges

YoV Jlw 4o GitHUD & alos> .Y

ol s mbe 4 b ol o 1) Gl cpl lozlpe b 45T 0l axlge SSRF LS)-.'.;\é,.W] s L GitHub v -v- Jl o

L obezlpe 0l &5y (29,5 slacalss 0 5 S5 slacusgame Jlasl pae Jdo a4 alos cpl aisS oy o yiws ol

aS ol lis gasge ol oS oy ow s GitHub S 5 eles Sledbl 4 sty (S pdcaw] opl 5l s,ls o 0

slacwlys s 5 3Bo lo S a5 Sl oy 4 witwd pdycaw! SSRE s plp 10 55 S5 slap,aih oo
s Jlee! ‘_SJé\a P G?Jl_é-

AWS Metadata Service 4 alo> .Y

o>l o> opl 10 09 AWS o Metadata g, 4 ale> « SSRF s o 5 ST as 5 oy oaiaslis 5l (S
g ol S oy wyiws ol Metadata ey 4« AWS Jsls 9w 4 SSRE glacilss o Jlo,)l b coslys
soliinl AWS Gliss slo s 5 @lio 4 oy 51y a5 Cosl AWS Bge oSy pubss SOl Jols Ygone
oS ols lis ales gg ol S eS|y 6l mlie 4y el oyt Cenlys WaySs l CBLLS 3l e el g oo
ol Sl yaix SSRF cdles 1l 58 60l slo g (51 mlis 5l cbsla>

Google Cloud gla w9 4 abo> .Y

Joyl 1 SSRF (6 pducan] 5l pales 3,90 cnl ,o .ol GOOgle Cloud 4 Ly o SSRF ek 5l (6,08 diges

L ol cpl prlos 4 alas ol 0,5 oolinwl GOOGlE Cloud sls (sla pwogrw 4 (o yiws § pubios ué slacanlys o
o> el el s & olaosls i sladl oS o owyiws GOOgle Cloud )5 wls g oo sloosls 4 5 sl
Coenl p S0 b afsls cpl b 3 ,5b cow a1, Google sl slecsle ) coil aSL s lp)lS ogas

25 05T (293 lacaslysys slp canlie (il sla S sjluosly



24w

Lanabias Lachind B g R 2500 0 § g
Information Technology

. Yl
Computer and Telec

Erorrt Mace Tiobe Goorye

S o il g gl ASWD g 4l

L s —— Tecnrmiogy Conparer 3% Teleccmancaton

Olu g ol p gy ololpl

w230 5 oo (SSRF) 39 Caomw Cowlgs 58 adED Ve pl i j0 gl o luggiael p gl Slaladl pw)y 4 Gisw ol jo

e oy 1) els 035 590 sl pal (nl 5l rerlen sosliivlegn o525
Incomplete Blacklisting .\

(ov9y Ol 5o el olew Cannd S o colaul SSRF odle> sl 0 gl Gl lasgiacl a5 ool oy ool
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{url}):

host = url.split( M z].split( ¥2]

prefixes = [ o
prefix prefixes:

host.startswith{prefix):

3yls Cisllas ol Cond S5 b ybjme Coonid [3]

DNS Pinning .Y
s a5 1, URL b ows 0 S ol bl 4 Baes axwgs 1 Sy ol e sl Covgazs 5l (6,55l 6l
st pglie DNS O O plp o o oly cnl (bl LiasS gaies )lo O obie addge loie @ (oA IP .0l
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(http://localtest.me:123/data where localtest.me resolves to 127.0.0.1)

HTTP Redirection .Y

S ol L URL Sy (e iy LT 45 aiiS o) 2 il oo oS atmoannsys « DNS pINNINg o sl olsie 4,
cdibbs HTTP 8 i, 595 599 5 ool ol el ol b e b wiS o 0,3l cogas IP ayol 4 DNS (5200

S

sl 5k o)l o)Ll gl J S S a5 (559, 40 (Slazmino 45 a5 S o 054 URL G oxloe 55 599 gy ol 5o

4 amas pl 0ed oo W35k axas 5 ol el Caidge [4] 0 saboslsylis ey ol sog0e IP ool s jgpm cpl &S

OIS iz 50 595 598 gy ol b Lo [5] a8 ge olan (JBIs g S Sl celsm g0 1) pdyenn] joim 055 sy
(Corben Leo, 2018) (Eugene Farfel, 2016) . w0 alge (5 pdycom]

socket

ipaddress

{url):

host = wrl.split( Y 2]-split( el

ip = socket.gethostbyname(host)
ipaddress.ip address(ip).is_private

258 oo ol DNS g2 5 oy 5l g o2 [4]
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Ajgoo)lmlgosmlp JJ)QT&‘\JURLQLJ‘AJ"UbT&“"@”))‘G‘)’ L]
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(Reverse Proxy) weseo owSgy .\

Soare Jbe Olgie ) gt Glacwls® o 9 955 o0 )13 o5 by blie j0 4T Sl (6)5m usSae (oS

Ol SublB 5 5 Shos el Gl33l 4 SaS (slp Ygons GugSine o onSTy wiS oo Jlosl 0y slojg 0T 0 (0
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server {
location fapi {
proxy_pass http://internal-service:88886;

# SoSaa glagl 4 i B gk

if ($host ~* "(localhost|127\.0\.@\.1]|169\.254|192\.168|10\.|172\.[1-3][8-9])") {
return 463;

(1]

jlxo o IPg Liaswls 4 Leawlas 3o (40,5 Sguxe .Y

ol oyl byl 4 cnlss 3o Jlul sojlal anl s a5 sl slaasals 48,5 dg0me daoly (5 Sge 5 o ool 51 (S
@ hid oS gilwooly pins g (atine sla 1P L laasals oo ,8 (Whitelist) aaw cosjqd U ol oo | g9040
OF Y (5 9000 olbmw) L digd oo Jloyl slaiel 5,50 slaauaie a5 aS 05 0ols ojl>] slacilss o
ey,
2098 03ls Cewlg 18 Jloo )l o5l catuine slaarals 4 s :Whitelisting o
e 6 yg w4 aS 0ol 5 5w b o yse DNS i sslanal 5l (5,5 5l 1ail Ko DNS Resolution e
S e 0L

[2] s 5twonly
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ALLOWED DOMAINS = [

(url):
parsed_url = urlparse(url)
domain = parsed_url.hostname

domain ALLOWED DOMATNS

(2]

639y 53l g (o ylael ¥

ot b sl ol b 555 55 o (SANILIZALION) (55LSTy 5 oxiws Liel lalam 53 0 hlie ,3 Lol (e

D9l (8 yS gl jg s A oye Slosg,9 Jluyl 3l 5 Wigd S (Sl )d 4 )5 slasg,g S aLS
(Admir Dizdar, 2022) (J.R. Hernandez,2024) (Hamdaan Ali, 2024)

:wlolud

Lo 50959 10,5 sg0a 51, REQUIAr EXPressions ;i solix.l
(O Fa> IP slo ol goais 9,5, 9 EESN slo ol Jocalhost « lwlsz )0 50,5 dgaus @
Slrept GladSSsn slacwlss)s jl 6ol @

[3]Jt

(url):

url.startswith( url.startswith(

3]
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