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Abstract

Success and achieving widespread use for any technology requires gaining users' trust by providing adequate
security and guaranteeing privacy. The Internet of Things (IoT) is an emerging paradigm that focuses on the
internal connection of objects or devices with each other or users.

The Internet of Things technology needs a change in the legal framework. Issues related to maintaining security
in the Internet of Things are an integral part of the IOT architecture. Without IoT security protocols and
standards, the existence of any hardware is considered useless. Because only with their existence, data transfer
is possible by hardware and useful information can be extracted from the transferred data by the end user. .
Compared to other articles in this field, this article has a more comprehensive coverage and extensively
examines the domains of the Internet of Things, including the structure and security protocols.
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Introduction

In recent years, the world has faced rapid technological progress, each of which has a significant impact on daily life.
The emergence of technologies such as smartphones; tablets; Laptops and personal computers have increased mutual
communication over time and in the distance dimension. Contemporary technology goes beyond strengthening
communication between humans and currently to achieve a common goal of communication between humans and
objects and in in fact, it facilitates the communication of objects with each other; This definition is called Internet of
Things (IoT). [1]

The Internet of Things was created in the period of 2008 and 2009. According to the research conducted in this field,
it is predicted that the number of connected devices will reach 50 billion in 2020. The main goal of this increase in the
number and types of IoT objects is to generate useful information about the surrounding environment to make them
smarter.

It is done through the collection and analysis of past, present and future data. The data allows the optimal decision to
be made about us and our environments in real time.[2] which causes concerns about There is a risk of privacy loss.
To the extent that many researchers of this research field believe that the growth and development of the Internet of
Things depends on providing security and solving this concern. [3] The Internet of Things (IoT) is supposed to be one
of the Important technological developments are time to change, provided that we can use their full potential. [oT is a
global infrastructure for the information society and provides advanced services by connecting (physical and virtual)
objects based on the interaction of existing information and communication technologies. [2]

The emergence of the Internet of Things (IoT) has accelerated the pace of economic development in all sectors.
However, it has also brought significant challenges to traditional human resource management, revealing an increasing
number of problems and making it impossible to meet the needs of contemporary organizational management. The
Internet of Things has brought many conveniences to human society, but it has also led to security problems in
communication networks. To ensure the security of these networks, it is necessary to integrate data-driven technologies
to solve this problem. Despite the significant and widespread applications of 10T, its deployment in mission-critical
areas presents great challenges with fundamental security and privacy concerns. gives for example, a successful
security breach in a smart healthcare system can lead to the loss of patient lives and significant financial consequences.
Similarly, in the context of smart transportation systems, a breach of rules can lead to financial losses and human
casualties. [4]

Definition and concept of IOT

Various definitions of 10T have been created at present. The important differences between the emerging definitions
depend on the desired perspective to examine 1oT. According to the definitions that are often mentioned about 10T,
"loT" considers global infrastructures for the information society and advanced services. It implements through the
communication (physical and virtual) of objects based on communication technologies and compatible information
that is evolving and existing. [5]

The phrase "Internet of things" refers to a convention in the world that "everything" can be uniquely identified and
addressed through some kind of communication device, and objects can be located, used, preserved and maintained
for various purposes. and inspected.

"Objects" are valuable resources, either as material value or in the form of service they provide. Resources need to be
managed through their lifecycle, and access to resources needs to be controlled and audited. The identity of resources
and their clients (where applicable) must be managed, protected and maintained by an identity management system,
and There should be mechanisms in place to authenticate identities, control access to resources, and protect the use of
information to protect privacy.[6,7]

Architecture and structure of the Internet of Things

The Internet has evolved tremendously in recent years and has connected billions of objects worldwide. These objects
have different sizes, capabilities, processing and computing power, and have different applications. Currently, it can
be said that the traditional Internet has been integrated into the smart Internet of the future, which is called the Internet
of Things (IOT). IoT connects real-world objects and embeds intelligence into the system to intelligently process
object-specific information and make useful autonomous decisions. Therefore, the Internet of Things can give rise to
many useful applications and services that we have never imagined before.[8]

In general, at the moment, a standard architecture for the Internet of Things has not been designed and built, and for
this reason, explaining the architecture of the Internet of Things can be a bit difficult and problematic. If we want to
talk about this issue in general, we can say that the architecture of IoT is completely dependent on the way its
components and parts work and implement. However, there is a basic process in this field that the Internet of Things
is built on. This layer, which is also known as the data center or the cloud center, is actually connected with the end
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users and manages the data. But based on TCP / IP and TMN models. Similarly, a 6-layer architecture is proposed
based on a hierarchical network structure. As a result, it is typically separated into six layers:

e Coding layer: The coding layer of the Internet of Things that identifies the desired object is its core. In this
layer, each object is given a unique identifier, which simplifies identification between objects. [9]

e Perceptual Layer: The Perceptual Layer is also known as the "Device Layer". The lowest layer consists of
smart objects integrated with sensors. Sensors enable the interconnection of the physical and digital worlds
and enable the collection and processing of information in real time. There are different types of sensors for
different purposes. Sensors have the capacity to measure such as temperature, air quality, speed, humidity,
pressure, flow, movement and electricity, etc. In some cases, they may also have a degree of memory that
allows them to record a certain number of measurements. . A sensor can measure a physical property and
convert it into a signal that can be understood by an instrument. Sensors are grouped based on their unique
purpose such as environmental sensors, body sensors, home appliance sensors and automotive telematics
sensors etc. Most sensors need to be connected to sensor gates.[10]

e Network layer: The network layer can also be called "transport layer". This layer securely transmits
information from the sensor devices to the information processing system. The network layer is like the
neural network and brain of LOT, whose main task is to transmit and process information. The network layer
includes a convergence network of the communication network and the Internet, network management center,
information center and intelligent processing center, etc. [11]

e Middleware layer: Devices on the Internet of Things implement different types of services. Each device
connects and communicates with only those other devices that run the same type of service. This layer is
responsible for managing the service and has a link to the database and receives information from the
Network layer and stores it in the database. It stores information from the network layer. In the database
section, it performs information processing and calculations everywhere and automatically makes decisions
based on the results.[8]

e Application Layer: Based on the processed data, this layer enables IoT applications for various industries.
As the applications support IoT development, this layer is useful for the massive deployment of IoT networks.

o Business Layer: All IoT related studies are managed by this layer which also oversees IoT applications and
services. It provides several business models for efficient tactics.[12]

Information communication network security

When conducting information communication network security management, the first priority is to ensure data
security. Therefore, the use of big data technology can not only provide data support for management, but also improve
It. information security problems in the Internet of Things from the perspective of application, the Internet of Things
can be divided into the understanding layer, the network layer, the application layer, and the Internet of Things layer.
However, network information security problems also arise one after another. When the Internet of Things acquires
data in the sensor layer, the information transfer is mainly completed through wireless networks. However, the security
of wireless networks in public places is low and criminals can easily use them to carry out illegal operations.
Operations on user equipment In IoT applications, many devices are characterized by sensor technology and operated
remotely by it. Computers These devices are basically installed in an unattended location, so attackers can easily
access these devices. find and destroy them.

In addition, they break the sensor communication protocol and perform illegal operations. The sensor itself has very
simple operation and limited energy storage and lacks security protection. In addition, the variety of communication
networks covered by the Internet of Things is so rich that it cannot provide a unified security defense system, so the
security of the sensor ontology is very low.[4,14]

Core network security

When the Internet of Things is acquiring information, it produces many nodes that can understand, acquire and monitor
information. Currently, the Internet's security performance is relatively high. However, there are many nodes in the
Internet of Things. When data is transmitted across many nodes simultaneously, it is easy to create network congestion.
One of the main security problems of IoT is the arrangement and connection of the Internet of Things in a crosswise
manner. During operation, the topology is constantly changing, which makes it difficult for the application equipment
to easily control the input and output. In the Internet of Things environment, if the viruses spread on the Internet pass
through the barriers of the relevant security protection technologies, they are likely to maliciously manipulate the
authorization management of the Internet of Things, thereby violating the privacy of users and stealing other people's
funds. .



Techralogy Computer and Selscommunication

S s W oo M W
The key technologies of data-based network information security include data acquisition and data persistence, which
in the process of data-based security is the first step of obtaining data that can be classified into internal data and
external data according to the data source. divided When acquiring data, since the content of the original data is
relatively diverse, it is necessary to filter the data and remove some redundant information to facilitate subsequent
operations. After filtering and processing, the operational status of information systems can be mastered in relation to
related information at a point in time, thus achieving the goal of data-based network security. In the data persistence
stage, the persistence of data meets the actual needs. Gains depth by analyzing the relationship. In the process of data
persistence, relational databases are usually used to store data, and the storage is complex. The main reason is the
variety of primary data and the large proportion of unstructured data in this data.[15,16]
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Figure (1) 10T architecture [13]

Conclusions

According to the content presented in this article, it can be seen that the Internet of Things (IoT) is expanding rapidly
and reaches various domains, including personal health care, environmental monitoring, home automation, smart
mobility, and industry. As a result, IoT devices are more and more deployed in various public and private environments
and gradually become common objects of daily life. Hence, it is obvious that in such a scenario, cyber security
becomes critical to prevent threats such as leakage of sensitive information, denial of service (DoS) attacks,
unauthorized network access, etc. Unfortunately, many low-end commercial IoT products typically do not support
strong security mechanisms and can therefore be a target or even a tool for a number of security attacks.
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