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uint8_t hash [64]; /* Output hash (64 bytes) */
uint8_t message[12] = "Lorem ipsum"; /* Message to hash */
crypto_blake2b(hash, sizeof(hash), message, sizeof(message));
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uint8_t hash [16];
uint8_tkey [32];
uint8_t message[11] = "Lorem ipsu"; /* Message to authenticate */
arc4random_buf(key, sizeof(key));
crypto_blake2b_keyed(hash , sizeof(hash),
key , sizeof(key),
message, sizeof(message));
/* Wipe secrets if they are no longer needed */
crypto_wipe(message, sizeof(message));
crypto_wipe(key, sizeof(key));
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uint8_t hash [ 64]; /* Output hash (64 bytes) */
uint8_t message[500] = {1}; /* Message to hash */
crypto_blake2b_ctx ctx;
crypto_blake2b_init(&ctx, sizeof(hash));
for (size_ti=0;i<500;i+=100) {

crypto_blake2b_update(&ctx, message + i, 100);
crypto_blake2b_final(&ctx, hash);
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uint8_t hash [ 16];
uint8_tkey [32];
uint8_t message[500] = {1}; /* Message to authenticate */
arc4random_buf(key, sizeof(key));
crypto_blake2b_ctx ctx;
crypto_blake2b_keyed_init(&ctx, sizeof(hash), key,
sizeof(key));
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I* Wipe the key */

crypto_wipe(key, sizeof(key));

for (size_ti=0;i<500;i+=100){
crypto_blake2b_update(&ctx, message + i, 100);
/* Wipe secrets if they are no longer needed */
crypto_wipe(message + i, 100);

crypto_blake2b_final(&ctx, hash);
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function cipherrsa=rsa(p,q,str)

e=p;
Pk=q;
M=str;
x=length(M);
c=0;
for j= 1:x

for i=0:122

if stremp(M(j),char(i))

c()=i;
end
end
end
for j= 1:x

cipher(j)= crypt(str(j),Pk,e);

end
cipherrsa=cipher;
end
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Providing a new approach to send and store information in the Internet of Things
for use in smart homes

Abstract

With the expansion of the Internet, the use of devices that are equipped with the Internet
increased in homes, so that these devices received information from the environment with
the help of their sensors, and after processing an event in the environment was executed
or a decision was made. It led to the emergence of smart homes. But since these sensors
had access to people's personal data, users' privacy was compromised. Therefore, various
methods have been provided to create security in these networks. Many of these
presented methods are based on traditional encryption, but these methods are not
effective in distributed environments such as the Internet of Things. Therefore, in this
research, we will present a Holochain-based solution to maintain data security and user
privacy in Internet of Things networks.

Keywords: Sending, storing, information, Internet of things, smart homes.
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